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Abstract: This research analyses privacy and data security issues in the e-
government sector in Indonesia through a qualitative approach with a 
bibliometric analysis method. As a developing country, Indonesia has shown 
progress in the implementation of e-government, which is reflected in the 
increasing rankings in the E-Government Development Index (EGDI) released by 
the United Nations. However, behind these developments, there are significant 
challenges related to personal data protection and cybersecurity. The novelty of 
this research lies in its bibliometric approach, which provides a comprehensive 
and systematic analysis of existing studies on data security and privacy in 
Indonesia's e-government sector. Unlike previous studies that focus on case 
studies or policy evaluations, this research maps research trends, key 
contributors, and gaps in the literature, offering a broader perspective on the 
issue. Additionally, this study contributes by highlighting the urgent need for 
interdisciplinary collaboration between policymakers, cybersecurity experts, and 
the public to develop sustainable security strategies. The results of this study 
emphasise the need for a comprehensive strategy to improve data security in e-
government, including strengthening regulations, investment in cybersecurity 
infrastructure, and promoting public digital literacy. In the absence of concrete 
measures to address these challenges, the risk of data leakage is likely to persist, 
jeopardising the sustainability of digital transformation in Indonesia. 
 

Keywords: E-Government; Security; Privacy; EGDI; Bibliometric 

INTRODUCTION 

In the context of public services, the development of technology and information 

has driven changes in the way the government provides services to the public through 

the process of digitalisation, which encourages the transformation of governance to be 

more efficient, transparent and accountable (Dewi & Suardana, 2023). In this 

modernisation effort, e-government and agile government are two complementary 

concepts. E-government focuses on the use of information technology to improve the 

accessibility and effectiveness of public services, while agile government emphasises 

flexibility and responsiveness in project management and decision-making. By 

integrating these two approaches, the government can not only provide technology-

based services but also ensure that these services remain adaptive to the changing needs 

of society and the dynamics of the evolving environment (Gonin, 2024). 

In such cases, e-government becomes a strategy to improve the accessibility of 

public services and strengthen the interaction between government and society. The 

https://journal.umy.ac.id/index.php/GPP/issue/view/726
bagaskoro.nur.isip21@mail.umy.ac.id
https://crossmark.crossref.org/dialog/?doi=10.18196/jgpp.8311715&d


Bibliometric Analysis of Research Trends in Data Security and Privacy for E-Government Implementation in 
Indonesia 

Vol 2, No 1 (2025): Page no: 15-25 
 

Bagaskoro Nur Abu Yogar1, Muhammad Akbar Nugraha Sabarna2|16 

 

implementation process of e-government allows for flexible and responsive 

communication, which can engender an open government in the decision-making 

process. In addition to altering communication patterns, digitalization can enhance 

public participation in government processes (Akimov & Kadysheva, 2023). 

Furthermore, the digitalization process in public services can potentially reduce reliance 

on conventional bureaucracy, which is often considered inefficient. The digital system 

enables individuals to access various government services easily (Zichová, 2023).   

 

 
Figure 1. E-Government Dev Index Rank (UN, 2024) 

 

In order to illustrate the implementation of e-government in Indonesia, this 

country has succeeded in getting the Very High E-Government Development Index 

(VHEGDI). The United Nations assign this category to countries that have achieved a score 

above 0.75 on the E-Government Development Index (EDGI). This categorisation is based 

on the 2024 survey results, which indicate that Indonesia attained a score of 0.7991, 

positioning it at 64th out of 193 countries. This outcome signifies a substantial 

enhancement in Indonesia's endeavours concerning the implementation of e-

government. 

Despite the considerable progress achieved by Indonesia in the implementation 

of e-government, significant challenges remain. Nevertheless, technical and structural 

barriers continue to represent a considerable impediment to the propagation of e-

government digitalisation. The disparity in the infrastructure sector is a salient factor 

impeding access and equity in the implementation of e-government in Indonesia (Novita, 

2014; Samuel, 2021). Technological limitations and the heterogeneity of internet 

networks further compound this issue. Moreover, the government's delayed response to 

digital transformations negatively impacts the pace of e-government implementation. 

(Zhang & Kaur, 2024) explains that the lack of infrastructure is frequently encountered 

in developing countries as they seek to implement e-government, with significant 

repercussions for areas not yet fully covered by government services.  

This is further worsened by the lack of adequately skilled human resources in e-

government management, which can increase the risk of cyber-attacks (Setyawan, 2024). 
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The security aspect of data privacy is a primary concern in the e-government system, as 

the implementation of e-government often exposes public data to the risk of cyberattacks 

and theft by irresponsible groups. The repercussions of such occurrences are manifold; 

community members suffer data leakage and theft, and public confidence in government 

performance is diminished. Consequently, the necessity for an effective strategy has been 

identified, encompassing the equitable development of infrastructure, the enhancement 

of human resources, and the promotion of equitable e-government (Dhandar, 2024).  

Therefore, this research will focus on analysing the development of e-government 

in Indonesia that emphasises privacy and security issues that illustrate the urgency in 

managing risks inherent to e-government systems, such as security and protection of 

personal data, ease of access, and public trust in government. Utilising a bibliometric 

analysis approach, this research endeavour will furnish a comprehensive overview of 

prevailing research trends, patterns, and themes that have emerged in publications 

pertinent to the subject of e-government, with a particular focus on privacy and security 

issues (İri & Ünal, 2024; Obeidat et al., 2024). 

METHOD 

This research was conducted using a qualitative method with bibliometric 

analysis. Bibliometric analysis can be defined as a research method that is both 

quantitative and qualitative in its approach to scientifically analyze literature through the 

use of metadata. The process aims to identify the number of publications, author 

collaboration patterns, research trends, and the development of research themes (Fajry 

& Barra, 2024; Lazarides et al., 2023). The analysis is frequently supported by data 

sources such as the Scopus Database or Web of Science, and the subsequent processing 

of the data is conducted using the Vos Viewer software to visualise the results in charts 

or figures for further analysis (Ersen et al., 2024). This research adopts the PRISMA 

(Preferred Reporting Items for Systematic Reviews and Meta-Analyses) method to 

ensure a systematic and transparent selection of relevant studies. PRISMA provides a 

structured approach to identifying, screening, and selecting studies by following a clear 

set of inclusion and exclusion criteria. By using this method, the research ensures that 

only high-quality and relevant publications are analyzed, reducing bias and improving 

the reliability of bibliometric findings (Peixoto Rodriguez & Espina-Romero, 2024). The 

data utilised in this research is obtained from the Scopus Database, with a particular focus 

on the issues of data security and privacy in the context of e-government implementation 

in Indonesia.  
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Figure 2. Research Method by using PRISMA Method 

 

Therefore, the data retrieval process in this study goes through several stages, 

namely the searching for publication articles with the theme Security and Privacy in E-

Government, until a total of 4,427 is obtained. The subsequent stage involves the 

filtration of the aforementioned total number of documents (4,427) through the 

subsequent steps (TITLE-ABS-KEY (Security AND Privacy AND E-Government) AND PUB 

YEAR TO 2020 AND PUB YEAR TO 2025 AND (LIMIT TO (AFFIL COUNTRY 'Indonesia') 

AND (LIMIT TO (LANGUAGE 'English')), until a total of 401 documents is obtained, which 

will then be analysed through Vos Viewer. 

RESULTS  

Research Trends on E-Government  

Following the various stages of the data retrieval process on the Scopus Database, 

researchers finally obtained the results of publications focusing on the issue of 'Privacy 

and Security' in 2020 - 2025. The total number of documents obtained was 401, as 

illustrated in Figure 2 below. 

 

 
Figure 3. Document per year (Scopus, 2025) 
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Based on Figure 3 above, which shows the frequency of publications related to privacy 

and security issues in e-government implementation in Indonesia during the period 2020 

to early 2025, the publication trend tends to be stable with a relatively small number from 

year to year, as many as 74 documents in 2020, then 84 documents in 2021, 76 

documents in 2022, 88 documents in 2023, and 78 documents in 2024, and 1 document 

in January 2025. The stability in the number of publications indicates that the privacy and 

security issues in e-government persist as a substantial academic concern. Furthermore, 

the increase in publications in 2021 and 2023 indicates the existence of policies that 

encourage an increased research interest in the e-government sector, particularly about 

privacy and security in Indonesia. 

 

 
Figure 4. Network analysis (Vos viewer, 2025) 

 

Table1. Cluster Analysis (Scopus, 2025) 

Keywords Cluster Quantity 

Data Handling, Electronic Government, Government 

Institution, Information and Communication Technologies, 

Information Management, Information Services, 

Information Technology, Public Policy, Smart City, 

Structural Equation Modelling 

1 10 

Artificial Intelligence, Economic and Social Effects, 

Government Organization, Local Government, Public 

Services, Transparency 

2 8 

Government Agencies, Government Websites, Information 

Quality, Quality Control, Service Quality 

3 6 

Decision Making, E-Government, Government Data 

Processing, Information Systems 

4 4 

Developing Countries, E-Government Implementation 5 2 
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 As demonstrated in Figure 4 and Table 1 above, which illustrate bibliometric 

clusters based on the search results of the research theme 'Data Security and Privacy in 

E-Government' through the Scopus database, five clusters are identified, each with a 

unique set of keywords. There are a total of five clusters that have different keywords, 

which will be explained at the points below; 

1. Cluster 1  
The first cluster focuses on data management and the use of technology in 

government, as evidenced by the keywords 'data handling', 'information 

management', and 'information technology'. These keywords underscore the 

significance of leveraging technology to support the development of targeted public 

policies for the broader community. 

2. Cluster 2 
The second cluster indicates the utilisation of Artificial Intelligence (AI) by 

governmental entities within the context of public services. This term refers to the 

specific keywords 'artificial intelligence' and 'public services', which delineate the 

implementation of technological advancements, such as artificial intelligence, 

within governmental agencies or organisations to enhance public services. 

3. Cluster 3 
The third cluster of keywords is focused on the quality of services and information 

in e-government, with several keywords such as 'information quality' and 'quality 

control' being used to emphasise efforts to ensure that the quality of services and 

information provided to the public can be accounted for and trusted. 

4. Cluster 4 
Meanwhile, the fourth cluster focuses on the decision-making process based on 

electronic government systems. The keywords 'e-government decision making' 

demonstrate that the cluster focuses on the use of e-government information 

systems in making data-based decisions made by the government. 

5. Cluster 5  
The final cluster focuses on the process of e-government implementation in 

developing countries, which is exemplified by the keywords 'developing countries' 

and 'e-government implementation'. This cluster refers to the challenges and 

opportunities that developing countries will face in realising e-government. This 

process requires various qualified supporting sectors, such as the availability of 

experts, infrastructure, and targeted government policies. 
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Figure 5. Overlay analysis (Vosviewer, 2025) 

 The overlay analysis in Figure 5 illustrates the evolution of the research timeline 

from 2017 to 2020, showcasing many interconnected themes. In 2017, research 

concentrated on keywords such as government data processing, information systems, 

and e-government, as indicated by the purple marking. However, from 2018 to 2019, the 

green labels indicated a notable shift towards more contemporary topics, such as 

electronic government, artificial intelligence, transparency, public policy, and 

information management. The year 2020 marked a significant progression in the field, 

with the emergence of keywords related to public services, service quality, government 

websites, service quality, data handling, smart cities, government organisations, and local 

government. 

 

Figure 6. Density analysis (Vosviewer, 2025) 

 The density analysis results through Vos viewer in figure 6 above demonstrate 

that several keywords are represented by yellow, indicating that these keywords are 

most often studied in a literature review. The first keywords are 'government data 

processing', 'public services', 'e-government', 'information systems', and 'local 

government'. In contrast, keywords represented by a faded colour can be categorised as 

those reviewed with less frequency, such as 'data handling', 'transparency', and 'artificial 

intelligence'. 
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DISCUSSION  

Data Privacy and Security in the Implementation of E-Government in Indonesia 

 Data security and privacy issues in the contemporary digital era in Indonesia have 

become paramount. This is due to the increasing use of technology in government 

services, public administration, and the private sector. The rapid advancement of 

technology brings both opportunities and challenges, especially in protecting personal 

data and the integrity of information systems. This article discusses the current state of 

data security and privacy in Indonesia, highlighting key challenges, legal frameworks, and 

initiatives aimed at addressing these issues (Witjaksono & Kriswibowo, 2023).  

The utilization of the internet within governmental environments is undergoing a 

marked increase. This concomitant development has given rise to challenges, chiefly in 

confidentiality, integrity, and service availability. In response, the Indonesian 

government has initiated several policies and systems to enhance data security, including 

the SRIKANDI e-government policy and the 'Satu Data Indonesia' policy, which prioritises 

information security, citizen engagement, and human resource management (Maulidya & 

Rozikin, 2022; Zakaria et al., 2025). However, challenges persist, particularly in regions 

with a paucity of technical expertise and adequate workforce numbers. The 

implementation of blockchain technology and a stable microservices architecture has 

been proposed as a solution to enhance system reliability and data integrity.   

However, cyberattacks on e-government in Indonesia have become a significant 

concern, especially as the country digitalizes its public services and infrastructure. These 

attacks not only threaten the integrity of government operations but also jeopardise 

citizens' privacy and data security. Recent incidents, including the hacking of the National 

Data Centre (PDN) in 2024, have exposed vulnerabilities in Indonesia's cybersecurity 

framework, resulting in data leaks and potential breaches of sensitive information 

(Ramadhani et al., 2025; Sakdiah et al., 2024). Indonesia's legal and regulatory 

framework has been criticized for its inadequacy in addressing cybersecurity threats. 

Despite the adoption of the Personal Data Protection Law (PDPL) in 2022, the 

implementation of this legislation continues to encounter challenges due to the absence 

of comprehensive regulations and robust enforcement mechanisms (Hendra Wicaksana 

et al., 2020). Moreover, the fragmented nature of cybersecurity regulations in Indonesia 

has impeded effective responses to cyber threats, underscoring the necessity for a more 

integrated approach to data protection and cybersecurity (Asyari, 2023; Juaningsih & 

Hidayat, 2022).  

Furthermore, human factors play a significant role in the high rate of cyberattacks 

in Indonesia. A study on cyber threats in Indonesia revealed that 64% of respondents had 

limited knowledge of cybersecurity threats and regulations, indicating a lack of 

awareness among the general public (Judijanto et al., 2023). This lack of awareness also 

occurs among government officials and agencies, where inadequate training and lack of 

preparedness have contributed to the vulnerability of e-government systems. This 

human factor is further exacerbated by the limited capacity of law enforcement officials 

to effectively investigate and prosecute cybercrime, emphasizing the need for increased 
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human resource development in the cybersecurity sector. In order to address the 

challenges previously mentioned, several recommendations have been proposed. These 

include the development of a comprehensive cybersecurity policy, the establishment of a 

special task force for cybersecurity, and the implementation of advanced security 

technologies such as real-time threat monitoring systems (Judijanto et al., 2023). 

Furthermore, it is necessary to increase public awareness and education on cybersecurity 

issues and promote closer international cooperation in combating cybercrime 

(Ramayanti & Lubis, 2023). The integration of legal, technological, and human factors 

approaches will be pivotal in establishing a robust cybersecurity framework for 

Indonesia's e-government sector. 

CONCLUSION 

This research uses a bibliometric approach to analyze data security and privacy 
issues in Indonesia's e-government system. As a developing country, Indonesia has 
shown progress in e-government implementation, as evidenced by its increasing ranking 
in the UN E-Government Development Index (EGDI). However, significant challenges 
arise regarding data security, especially data leakage and cyber-attacks that often occur. 
The study identifies several key contributing factors to these challenges, including a lack 
of robust cybersecurity infrastructure, government limitations in data management, and 
a general lack of public awareness regarding the protection of personal information. 
While this study provides a broad bibliometric analysis of data security and privacy 
concerns, it cannot offer an in-depth empirical assessment of the effectiveness of existing 
security policies and strategies. Future research should focus on conducting case studies 
or field investigations to evaluate the actual implementation of cybersecurity measures 
and their impact on mitigating risks. Additionally, comparative studies with other 
developing nations could provide valuable insights into best practices that may be 
applicable in the Indonesian context. To ensure the sustainability of e-government, a 
comprehensive strategy is recommended, encompassing the following measures: the 
strengthening of regulations, investment in cybersecurity, and the education of the public 
on the importance of data privacy. The absence of concrete steps to address these 
challenges will continue to perpetuate the data leakage risk, posing a significant threat to 
Indonesia's ongoing digital transformation process.  
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